REdge: Programmable Industrial Intelligence at the Edge HIGHLIGHTS OF THE PAPER

SDN-based reconfiguration of application services and network behaviour
JOINT APPLICATION AND NETWORK
RECONFIGURATION

REdge remotely changes application modules,
actuation policies and communication parameters
at programmable edge nodes.

[ o How can an industrial edge network install new services and change its communication behaviour at runtime? ]
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Priority-aware OpenFlow placement supports
sensor-to-actuator traffic when the devices
belong to different edge networks.

EXPERIMENTAL FINDINGS

= Ty Testbed and simulation results show lower
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Edge Node Edge Node ROL LOOP consumption, execution time and resource cost
(Az) than conventional edge and cloud architectures.
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Reported improvement: up to 200% vs edge
baseline and 400% vs cloud baseline in
actuation time discussion.
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ESP8266 motes, sensors, actuators,
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New industrial application S ; fast
requirement remnﬁguratmn actuation
OpenFlow and an SDN core.
Reconfigure the service and the network
s SensorData Path ==& SDN Control (OpenFiow Rules) = =s[ @l  Priority Traffic (Critical Control Loop) ~ [JIG) Actuation Policy (Pushed) [} Service/Compute Task (Pushed) together instead of replacing industrial hardware.
=== Actuation Path
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o INDUSTRIAL
EVENT

Warehouse robot arm moving
toward a restricted zone.

Sensors detect threshold
crossing; alert requirement.
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{ TASK CAPSULE
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S: input and program size
C: required CPU cycles
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task request (S, C) |

Dynamic sensor-to-actuator control cannot rely on fixed edge services

e FIXED EDGE
LIMITATION

Edge node has only a limited
installed task set.
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CONTROL LOOP

Same edge network

New task or changed
actuation threshold Kk s
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Fixed edge services and
device-by-device configuration
are slow, unscalable and )
prone to error. Local processing enables
immediate actuation.
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Different edge networks
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When an Industrial Task Changes, the Network Must Change Too
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Installs QnS-arware OpenFlow path
through core nodes C1, C2, C3

Install or modify -
Application Module

Change
Actuation Policy

Set task priority

Install OpenFlow path
(Priority Flow Placement)

Select target Edge Node

Trigger actuator -

|

|

<= Control-Loop Communication —p
(OpenFlow)

A: Actuation Policy  P: Priority

POLICY CARD

A|P

Core-network delay and
forwarding policy now matter.

RESEARCH TAKEAWAY Industrial reliability depends on changing the task and its network path together.

HoT: Industrial Internet of Things

REdge coordinates computation and
communication for the complete

I

control loop.

Existing approaches usually reconfigure either services or networking. REdge handles both in one architecture.

WSAN: Wireless Sensor and Actuator Network
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REdge Operation Flow

Event occurs in the field
{sensor, machine, actuator).

Data is sent to the

nearest Edge Node. -

Edge checks Application
Module and Actuation Policy.

Local computation and
decision at the Edge (if
policy can be satisfied).

Edge requests reconfiguration
if requirements are not met.
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Edge identifies application
and network requirements.

Edge sends APl-based
configuration request
to the REdge Controller.

Controller installs OpenFlow
rules and QoS on the path
and gateways.

0 Actuation command reaches
the actuator through the
provisioned path,

Actuator executes and state
is updated in the system.

Inside the REdge Architecture

Programmable field devices, edge services and an SDN-controlled core
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How REdge Reprograms Tasks and Prioritises Control Traffic

Priority, fairness and QoS-aware forwarding at runtime

000

L W — REdge

Programming ==-] Controller
Requests

L%

Dynamic Task Reconfiguration
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| = Module (Application Module) I
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! * Programmable parameters P
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u Receive programming requests.
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* Failed requests gain priority, preventing permanent starvation.
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Application-to-Network Interface

TASK CAPSULE
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[ The current interface mainly translates L!
application needs into priority and :
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@E REdge Controller (SDN Brain)

[ Modiﬁes Flow Table ‘ Receives Packet-In Metadata
M?t‘"‘_h (Flow) . * Resource Name
Priority : * Resource Version

| Actions . * Destination Path

i_ Timeout ® Flow / Packet Info

@ O

Global Resource State
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Energy Storage
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Global state enables constant-time mrgetﬂdge

selection in the proposed model. .

Priority Flow Placement
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Classify flows by resource use and priority.
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a Compare priority values, 1
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Program the most important service first and give its control traffic the right network priority.




What the REdge Experiments Show

f | Testbed and simulation comparison with conventional edge and cloud architectures :
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@ Reprogram the service. Reconfigure the path. Actuate faster.




