Authenticating UAV Broadcast Remote ID

Two ASTM-compliant PKI protocols for online and offline verification
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® MAIN RESEARCH QUESTION: @
How can an observer verify a drone’s Remote ID under a 201-byte authentication-payload ceiling?
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ASTM CONSTRAINT ANALYSIS:

Remote ID message size, broadcast
periodicity, AuthPage fragmentation,
and effective 201-byte authentication-
payload ceiling.

TWO PKI AUTHENTICATION
PROTOCOLS:

Protocol 1 uses an online
Authentication Service; Protocol 2
uses a compressed C509 certificate
for direct offline verification.

FORMAL SECURITY VERIFICATION:

Tamarin verifies liveness, private-key
secrecy, certificate integrity, and
RID-message integrity for both
protocols.

COMPLETE IMPLEMENTATION
AND EVALUATION:

UAV hardware, Android observer app,
and cloud service evaluated for
latency, payload, energy, and
network reliability.

Standard PKI can authenticate Broadcast Remote ID, but online and offline verification make different trade-offs.
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e 3 ASTM F3411-22a

=« Wy  Why aSigned Drone ID Is Hard to Broadcast v

Strong cryptography must fit inside strict ASTM message and timing limits k

x
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o PUBLIC BROADCAST —» o ASTM MESSAGE LIMIT — o AUTHPAGE STRUCTURE — o CERTIFICATE PROBLEM - o TWO DESIGN OPTIONS |

Civil drone broadcasts Basic ID and ASTM F3411-22a constrains the size Authentication Message uses AuthPages A standard X.509 certificate is far larger Given the ASTM constraints, there
Location to legitimate observer with and timing of RID transmissions. to carry authentication data within the than the available authentication payload are two practical design pathies.
smartphone; malicious receiver copies RID Message and Message Pack limits. within one Message Pack.
or modifies RID stream. RID M f o
- essage AuthPage 0 n s
- L Drone (T ) 9 Available Cfs S e -
egitimate rone (Transmitter . . | . -
- Observer —— g [ = 25 bytes W ‘ Header fields (fixed) Ksﬁtggd g,d -E-ER Authentication E [:1-::- not l?;nadcast _
1) ) W ‘ Authentication data | 17 bytes ' g Payload a— fipcericae:
. g Broadcasts M K i e \ :
55 c e
Basic ID + Location 1& W AuthPages 1-15 CERTIFICATE s 3
. (RID Message) Maximum 9 messages I
> 5 - ! : : ——— Serverless:
« F _ Header (fixed)  — VS. :
- ¢ 5 B B B ! = ) = f 1 Compress the certificate
: - L. Authentication dta 23 bytes each @ . and divide authentication
3 F’j § . E] @ @ data across message
. Lopied KIL
= -\ < ! 535 . packs.
= . (Spoofed / replayed) L E‘] @ @ ) - Typlr.:aily 201 bYtEE' h i
RID Received 17 + 23 x 8 = 201 bYtE'S 500-1000 bytes
. L
UASID: AIBZCROAESTS Static messages: Effective authentication-payload ceiling RESEARCH GAP )
Lat: 3ADSR generally every 3 s Existing PKI approaches do not directly
Lon: 1162431 account for ASTM payload limits,
~~ | RemoteIDis publicly receivable, so an generally every 1's Authentication data may extend across | broadcasts, and practical end-to-end

multiple AuthPages; the nine-message-pack
limit constrains what fits in one pack.

unsigned message can be spoofed,

At 1205m - @ Dynamic messages: G T , message fragmentation, periodic
1
|
1
I
i

DUES n[)t f|t verification performance.

—_—

-

modified, or replayed.

//O RESEARCH TAKEAWAY: The main challenge is not only signing the RID message; it is transmitting everything peeded for verification within the standard.
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ASTM F3411-22a constrains RID Message size (25 bytes), Message Pack size (maximum 9 messages), timing (static ~3 s, dynamic ~1 s), and O = | — @

L W

Authentication Message structure (AuthPage). These limits make broadcasting a complete, verifiable, signed identity fundamentally difficult. ;
RID Message Message Pack | AuthPage Authentication
{max 9) : Meszage



__ Two Ways to Verify the Same Signed Remote ID

Compact online verification or larger offline verification
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'\@,' RESEARCH TAKEAWAY: The protocols authenticate the same signed RID message but place the certificate-verification work in different locations.




=== From Security Proof to UAV Hardware

Tamarin verification and a complete Remote ID implementation
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@ The protocols are logically secure under the formal model, but physical-source identification remains an open problem.



What the Evaluation Shows

Latency, payload, energy, and network-scale authentication performance
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@ FINAL TAKEAWAY: Small broadcast or offline verification—both are possible, but each has a different operational cost. Computers & Security, 2026 | DOI: 10.1016/].cose.2026.105075




