ioFog: Keeping Critical loT Services Available Offline

Markov-predicted task preparation across a fog-enabled wireless backbone
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How can critical loT services continue

when the Internet backbone becomes unavailable?
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@ Predict the next task before the backbone connection disappears.
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CONTROLLER-BASED FOG ARCHITECTURE:

A central Fog Controller maintains a global
view of fog-node resources and coordinates
task allocation.

MARKOV TASK PREDICTION:

The FC predicts the next likely task type

using each fog node’s task history and
arrival-time pattern.

OFFLINE SERVICE PREPARATION:

Predicted services are prepared at fog nodes
so critical tasks can continue during
unreliable Internet connectmty

EXPERIMENTAL FINDINGS:

The Markov predictor achieves up to 68%
accuracy. ioFog substantially reduces

5. SERVICE CONTIMUES

Critical loT services
continue locally

service time and provides a service-delivery
ratio close to 99%.

The evaluation compares ioFog with
conventional Fog and Cloud architectures.

IEEE IWCMC 2021
DOI: 10.1109/IWCMC51323.2021.9498796

4 IEEE |




When the Internet Fails, the loT Service Must Continue

- Critical decisions cannot wait for a distant cloud
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Offline availability requires both
» ? local computing and advance
knowledge of likely service demand.



Inside the ioFog Architecture

Global fog awareness with local offline execution
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€@ Terminal node generates a task. @ 1t P, is suitable, execute locally.

o FC checks global fog-resource view.

Q) P, computes and returns the result.

|
m Cloud receives a copy or synchronization ‘
when connectivity is available.

0 FC selects Secondary Fog Node P;.
9 P, forwards the task to P;.

9 Task reaches nearest Primary Fog Node P,. e P, sends updated resource status to FC,

€) P, checks whether it can execute the task. @ 1 P, cannot execute, request allocation from FC.

{@} FC coordinates globally, while fog nodes execute locally.
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What the ioFog Experiments Show =,

Prediction accuracy, service time and offline reliability
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single-point-of-failure concern.

Prediction accuracy is moderate, and
failure to receive an FC
acknowledgement may force
cloud fallback.
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The centralized FC introduces a |« improve task-prediction accuracy ioFog combines global fog

e use machine-learning methods for coordination with Markov-based
loT services during unreliable

Internet connectivity.

|+ deploy ioFog on a real loT testbed

Observe the demand. Predict the service. Keep the loT running offline.




